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DETAILED ACTION 

This action is in response to the papers filed 5/16/2007. In response to the 
restriction requirement applicants elect without traverse claims 16-17, 31-32 and 37-38. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 16, 31, 38 and 39 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Peters (U.S. 2003/0226023) in view of Kielland et al (U.S. Patent # 
6,081 ,206). Peters teaches with respect to claim 16, a method for generating an output 
signal from a video data acquisition system, the method comprising: receiving a video 
signal that varies depending on sensed images (see Peters paragraph 0004); 
encrypting the video signal using a first key (see Peters figure 1 and paragraph 0031 i.e. 
then encrypts some part of that captured input with a symmetric key which has been 
generated or provided for use with this image file); encrypting the first key using a 
second key (see Peters figure 1 and paragraph 0031 i.e. The symmetric key is then 
encrypted (Block 120), preferably using public key encryption); including at least the 
encrypted first key and encrypted video signal in the output signal (see Peters 
paragraph 0032 i.e. Having encrypted both the image and the symmetric key, the image 
is then stored on some form of persistent storage); Peters does not teach implementing 
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a recognition algorithm to identify objects associated with the sensed images; and in 
response to recognizing an object, embedding encrypted data information identifying 
the recognized object in the output signal. Kielland teaches means for identifying 
objects (see Kielland column 6 line 64 - column 7 line 11 i.e. License plate) associated 
with the sensed images (see Kielland column 6 line 64 - column 7 line 1 1 i.e. digital 
camera captures a raster image of each vehicle) and embedding encrypted data 
information identifying the recognized object in the output signal (see Kielland column 6 
line 64 - column 7 line 11). It would have been obvious at the time the invention was 
made to a person having ordinary skill in the art to which said subject matter pertains to 
have attached the unique digital identifier for the vehicle to help determine where and 
when the vehicle was spotted. Therefore one would be motivated to have included 
object data in the output signal (see Kielland column 6 line 64 - column 7 line 11). 

With respect to claim 31, an apparatus to support surveillance, the apparatus 
comprising: a camera to generate a video signal that varies depending on sensed 
images (see Peters paragraph 0004); a memory device to store at least first and second 
encryption keys (see Peters paragraph 0032 i.e. Having encrypted both the image and 
the symmetric key, the image is then stored on some form of persistent storage and 
0032 i.e. The encrypted symmetric key is preferably stored with the encrypted image, 
but alternatively may be separately stored (e.g., in a separate file)); a processor that 
encrypts the video signal using the first encryption key (see Peters figure 1 and 
paragraph 0031 i.e. then encrypts some part of that captured input with a symmetric key 
which has been generated or provided for use with this image file), the processor 
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encrypting the first encryption key with the second encryption key (see Peters figure 1 
and paragraph 0031 i.e. The symmetric key is then encrypted (Block 120), preferably 
using public key encryption), the processor producing an output signal including at least 
the encrypted video signal and the encrypted first encryption key (see Peters paragraph 
0032 i.e. Having encrypted both the image and the symmetric key, the image is then 
stored on some form of persistent storage and 0032 i.e. The encrypted symmetric key is 
preferably stored with the encrypted image, but alternatively may be separately stored 
(e.g., in a separate file)). Peters does not teach a recognition system to identify objects 
associated with the sensed images, the processor embedding encrypted data 
information identifying the recognized object in the output signal. Kielland teaches 
means for identifying objects (see Kielland column 6 line 64 - column 7 line 1 1 i.e. 
License plate) associated with the sensed images (see Kielland column 6 line 64 - 
column 7 line 1 1 i.e. digital camera captures a raster image of each vehicle) and 
embedding encrypted data information identifying the recognized object in the output 
signal (see Kielland column 6 line 64 - column 7 line 11). It would have been obvious at 
the time the invention was made to a person having ordinary skill in the art to which said 
subject matter pertains to have attached the unique digital identifier for the vehicle to 
help determine where and when the vehicle was spotted. Therefore one would be 
motivated to have included object data in the output signal (see Kielland column 6 line 
64 -column 7 line 11). 

With respect to claim 37, an apparatus to support surveillance, the apparatus 
comprising: a camera to generate a video signal that varies depending on sensed 



Application/Control Number: 10/624,297 ' Page 5 

Art Unit: 2132 

images (see Peters paragraph 0004); a memory device to store at least first and 
second encryption keys (see Peters paragraph 0032 i.e. Having encrypted both the 
image and the symmetric key, the image is then stored on some form of persistent 
storage and 0032 i.e. The encrypted symmetric key is preferably stored with the 
encrypted image, but alternatively may be separately stored (e.g., in a separate file)); 
means for encrypting the video signal using the first encryption key (see Peters figure 1 
and paragraph 0031 i.e. then encrypts some part of that captured input with a 
symmetric key which has been generated or provided for use with this image file) and 
means for encrypting the first encryption key with the second encryption key (see Peters 
figure 1 and paragraph 0031 i.e. The symmetric key is then encrypted (Block 120), 
preferably using public key encryption) to produce an output signal including at least the 
encrypted video signal and the encrypted first encryption key (see Peters paragraph 
0032 i.e. Having encrypted both the image and the symmetric key, the image is then 
stored on some form of persistent storage and 0032 i.e. The encrypted symmetric key is 
preferably stored with the encrypted image, but alternatively may be separately stored 
(e.g., in a separate file)). Peters does not teach means for identifying objects associated 
with the sensed images and embedding encrypted data information identifying the 
recognized object in the output signal. Kielland teaches means for identifying objects 
(see Kielland column 6 line 64 - column 7 line 1 1 i.e. License plate) associated with the 
sensed images (see Kielland column 6 line 64 - column 7 line 11 i.e. digital camera 
captures a raster image of each vehicle) and embedding encrypted data information 
identifying the recognized object in the output signal (see Kielland column 6 line 64 - 
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column 7 line 11). It would have been obvious at the time the invention was made to a 
person having ordinary skill in the art to which said subject matter pertains to have 
attached the unique digital identifier for the vehicle to help determine where and when 
the vehicle was spotted. Therefore one would be motivated to have included object data 
in the output signal (see Kielland column 6 line 64 - column 7 line 1 1 ). 

With respect to claim 38, a computer program product including a computer- 
readable medium having instructions stored thereon for processing data information, 
such that the instructions, when carried out by a processing device, cause the 
processing device to perform the steps of: receiving a video signal that varies 
depending on sensed images (see Peters paragraph 0004); encrypting the video signal 
using a first key (see Peters figure 1 and paragraph 0031 i.e. then encrypts some part of 
that captured input with a symmetric key which has been generated or provided for use 
with this image file); encrypting the first key using a second key, the first and second 
key being different than each other (see Peters figure 1 and paragraph 0031 i.e. The 
symmetric key is then encrypted (Block 120), preferably using public key encryption); 
including at least the encrypted first key and encrypted video signal in the output signal 
(see Peters paragraph 0032 i.e. Having encrypted both the image and the symmetric 
key, the image is then stored on some form of persistent storage and 0032 i.e. The 
encrypted symmetric key is preferably stored with the encrypted image, but alternatively 
may be separately stored (e.g., in a separate file)). Peters does not teach identify 
objects associated with the sensed images, and embedding encrypted data information 
identifying the recognized object in the output signal Kielland teaches means for 
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identifying objects (see Kielland column 6 line 64 - column 7 line 1 1 i.e. License plate) 
associated with the sensed images (see Kielland column 6 line 64 - column 7 line 1 1 
i.e. digital camera captures a raster image of each vehicle) and embedding encrypted 
data information identifying the recognized object in the output signal (see Kielland 
column 6 line 64 - column 7 line 11). It would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject 
matter pertains to have attached the unique digital identifier for the vehicle to help 
determine where and when the vehicle was spotted. Therefore one would be motivated 
to have included object data in the output signal (see Kielland column 6 line 64 - 
column 7 line 11). 

Claims 16, 31, 38 and 39 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Peters (U.S. 2003/0226023) in view of Chainer et al (U.S. Patent # 
6,397,334). Peters teaches with respect to claim 16, a method for generating an output 
signal from a video data acquisition system, the method comprising: receiving a video 
signal that varies depending on sensed images (see Peters paragraph 0004); 
encrypting the video signal using a first key (see Peters figure 1 and paragraph 0031 i.e. 
then encrypts some part of that captured input with a symmetric key which has been 
generated or provided for use with this image file); encrypting the first key using a 
second key (see Peters figure 1 and paragraph 0031 i.e. The symmetric key is then 
encrypted (Block 120), preferably using public key encryption); including at least the 
encrypted first key and encrypted video signal in the output signal (see Peters 
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paragraph 0032 i.e. Having encrypted both the image and the symmetric key, the image 
is then stored on some form of persistent storage); Peters does not teach implementing 
a recognition algorithm to identify objects associated with the sensed images; and in 
response to recognizing an object, embedding encrypted data information identifying 
the recognized object in the output signal. Chainer teaches means for identifying objects 
associated with the sensed images and embedding encrypted data information 
identifying the recognized object in the output signal (see Chainer figure 2 and 3, 
column 4 line 30 - column 6 line 17 and column 7 lines 52-61). It would have been 
obvious at the time the invention was made to a person having ordinary skill in the art to 
which said subject matter pertains to have recognized object based on RFID tags, 
iris/retinal shape, dental configuration and other characteristic and transmit then in 
encrypted from to help the receiver authenticate what he is looking at. One would be 
motivated to have sent sensor data encrypted to help the receiver authenticate what he 
is looking at (see Chainer column 1 lines 27-51 ). 

With respect to claim 31 , an apparatus to support surveillance, the apparatus 
comprising: a camera to generate a video signal that varies depending on sensed 
images (see Peters paragraph 0004); a memory device to store at least first and second 
encryption keys (see Peters paragraph 0032 i.e. Having encrypted both the image and 
the symmetric key, the image is then stored on some form of persistent storage and 
0032 i.e. The encrypted symmetric key is preferably stored with the encrypted image, 
but alternatively may be separately stored (e.g., in a separate file)); a processor that 
encrypts the video signal using the first encryption key (see Peters figure 1 and 
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paragraph 0031 i.e. then encrypts some part of that captured input with a symmetric key 
which has been generated or provided for use with this image file), the processor 
encrypting the first encryption key with the second encryption key (see Peters figure 1 
and paragraph 0031 i.e. The symmetric key is then encrypted (Block 120), preferably 
using public key encryption), the processor producing an output signal including at least 
the encrypted video signal and the encrypted first encryption key (see Peters paragraph 
0032 i.e. Having encrypted both the image and the symmetric key, the image is then 
stored on some form of persistent storage and 0032 i.e. The encrypted symmetric key is 
preferably stored with the encrypted image, but alternatively may be separately stored 
(e.g., in a separate file)). Peters does not teach a recognition system to identify objects 
associated with the sensed images, the processor embedding encrypted data 
information identifying the recognized object in the output signal. Chainer teaches 
means for identifying objects associated with the sensed images and embedding 
encrypted data information identifying the recognized object in the output signal (see 
Chainer figure 2 and 3, column 4 line 30 - column 6 line 17 and column 7 lines 52-61). 
It would have been obvious at the time the invention was made to a person having 
ordinary skill in the art to which said subject matter pertains to have recognized object 
based on RFID tags, iris/retinal shape, dental configuration and other characteristic and 
transmit then in encrypted from to help the receiver authenticate what he is looking at. 
One would be motivated to have sent sensor data encrypted to help the receiver 
authenticate what he is looking at (see Chainer column 1 lines 27-51). 
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With respect to claim 37, an apparatus to support surveillance, the apparatus 
comprising: a camera to generate a video signal that varies depending on sensed 
images (see Peters paragraph 0004); a memory device to store at least first and 
second encryption keys (see Peters paragraph 0032 i.e. Having encrypted both the 
image and the symmetric key, the image is then stored on some form of persistent 
storage and 0032 i.e. The encrypted symmetric key is preferably stored with the 
encrypted image, but alternatively may be separately stored (e.g., in a separate file)); 
means for encrypting the video signal using the first encryption key (see Peters figure 1 
and paragraph 0031 i.e. then encrypts some part of that captured input with a 
symmetric key which has been generated or provided for use with this image file) and 
means for encrypting the first encryption key with the second encryption key (see Peters 
figure 1 and paragraph 0031 i.e. The symmetric key is then encrypted (Block 120), 
preferably using public key encryption) to produce an output signal including at least the 
encrypted video signal and the encrypted first encryption key (see Peters paragraph 
0032 i.e. Having encrypted both the image and the symmetric key, the image is then 
stored on some form of persistent storage and 0032 i.e. The encrypted symmetric key is 
preferably stored with the encrypted image, but alternatively may be separately stored 
(e.g., in a separate file)). Peters does not teach means for identifying objects associated 
with the sensed images and embedding encrypted data information identifying the 
recognized object in the output signal. Chainer teaches means for identifying objects 
associated with the sensed images and embedding encrypted data information 
identifying the recognized object in the output signal (see Chainer figure 2 and 3, 
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column 4 line 30 - column 6 line 17 and column 7 lines 52-61). It would have been 
obvious at the time the invention was made to a person having ordinary skill in the art to 
which said subject matter pertains to have recognized Object based on RFID tags, 
iris/retinal shape, dental configuration and other characteristic and transmit then in 
encrypted from to help the receiver authenticate what he is looking at. One would be 
motivated to have sent sensor data encrypted to help the receiver authenticate what he 
is looking at (see Chainer column 1 lines 27-51). 

With respect to claim 38, a computer program product including a computer- 
readable medium having instructions stored thereon for processing data information, 
such that the instructions, when carried out by a processing device, cause the 
processing device to perform the steps of: receiving a video signal that varies 
depending on sensed images (see Peters paragraph 0004); encrypting the video signal 
using a first key (see Peters figure 1 and paragraph 0031 i.e. then encrypts some part of 
that captured input with a symmetric key which has been generated or provided for use 
with this image file); encrypting the first key using a second key, the first and second 
key being different than each other (see Peters figure 1 and paragraph 0031 i.e. The 
symmetric key is then encrypted (Block 120), preferably using public key encryption); 
including at least the encrypted first key and encrypted video signal in the output signal 
(see Peters paragraph 0032 i.e. Having encrypted both the image and the symmetric 
key, the image is then stored on some form of persistent storage and 0032 i.e. The 
encrypted symmetric key is preferably stored with the encrypted image, but alternatively 
may be separately stored (e.g., in a separate file)). Peters does not teach identify 
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objects associated with the sensed images, and embedding encrypted data information 
identifying the recognized object in the output signal. Chainer teaches means for 
identifying objects associated with the sensed images and embedding encrypted data 
information identifying the recognized object in the output signal (see Chainer figure 2 
and 3, column 4 line 30 - column 6 line 17 and column 7 lines 52-61). It would have 
been obvious at the time the invention was made to a person having ordinary skill in the 
art to which said subject matter pertains to have recognized object based on RFID tags, 
iris/retinal shape, dental configuration and other characteristic and transmit then in 
encrypted from to help the receiver authenticate what he is looking at. One would be 
motivated to have sent sensor data encrypted to help the receiver authenticate what he 
is looking at (see Chainer column 1 lines 27-51 ). 

Claims 17 and 32 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Peters (U.S. 2003/0226023) in view of Kielland et al (U.S. Patent # 6,081 ,206) 
further in view of Grube et al (U.S. Patent # 5,517,568). Peters and Kielland teaches 
everything with respect to claim 16 above but with respect to claim 17 they does not 
teach randomly generating a new encryption key for encrypting different portions of the 
video signal over time. Grube teaches randomly generating a new encryption key for 
encrypting different portions of the video signal over time (see Grube column 1 line 51- 
67). It would have been obvious at the time the invention was made to a person having 
ordinary skill in the art to which said subject matter pertains to generating a new 
encryption key for encrypting different portions of the video signal over time to increase 
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the security of the transfer by changing the encryption thought out the transfer. One 
would be motivated to have randomly generating a new encryption key for encrypting 
different portions of the video signal over time to further increase security (see Grube 
column 1 line 51-67). 

With respect to claim 32, further comprising: an encryption key generator that 
randomly generates a new value for the first encryption key to uniquely encrypt different 
portions of the video signal over time (see Grube column 1 line 51-67). 

Claims 17 and 32 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Peters (U.S. 2003/0226023) in view of Chainer et al (U.S. Patent # 6,397,334) 
further in view of Grube et al (U.S. Patent # 5,517,568). Peters and Chainer teaches 
everything with respect to claim 16 above but with respect to claim 17 they does not 
teach randomly generating a new encryption key for encrypting different portions of the 
video signal over time. Grube teaches randomly generating a new encryption key for 
encrypting different portions of the video signal over time (see Grube column 1 line 51- 
67). It would have been obvious at the time the invention was made to a person having 
ordinary skill in the art to which said subject matter pertains to generating a new 
encryption key for encrypting different portions of the video signal over time to increase 
the security of the transfer by changing the encryption thought out the transfer. One 
would be motivated to have randomly generating a new encryption key for encrypting 
different portions of the video signal over time to further increase security (see Grube 
column 1 line 51-67). 
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With respect to claim 32, further comprising: an encryption key generator that 
randomly generates a new value for the first encryption key to uniquely encrypt different 
portions of the video signal over time (see Grube column 1 line 51-67). 
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for the organization where this application or proceeding is assigned is 571-273-8300. 
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